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Abstract

A proposal for a new namespace constraints policy language for certification authorities and its interpretation.
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1. Introduction
Coordination of the identifiers name space in authentication credentials is of great importance, since authorization and access control mechanisms traditionally leverage the uniqueness of the subject identifier. Providers of identity credentials – and federations thereof – arbitrate the namespace of subject identifiers, such that a specific identifier is assigned to one and only one identity. Also relying parties, at their discretion, can apply constraints on the identifier namespace(s) they accept. The namespace constraints policy file defines which sets or subsets of identifiers comply with the policy accepted by the relying party.


This document lists the requirements on the expression of the namespace constraints policy and on the processing and interpretation semantics of the policy by relying parties.

2. Namespace constraints policy 
A namespace constraint policy statement applies to a named issuer, and constrains the identifiers in assertions issued by the named issuer. 

The namespace constraints policy is means for a relying party to limit the set of identifiers accepted from any specific issuer. In practice, such decisions are delegated to an external party (e.g. a trust federation) what generated and distributed namespace policies. In the latter case, these constraints must be communicated to the relying parties together with the trust anchor(s) of the issuing authorities.
3. Requirements on the namespace constraints policy expression and interpretation
1. it must be possible to have trusted issuers with and without namespace constraints policies co-exist within the same trusted repository.

2. it must be possible to distribute a namespace constraints policy in conjunction with each individual issuer trust anchor.

3. it must be possible to support the concept of “subordinate” issuers in a hierarchical chain of issuers, such that a single namespace constraints policy collection (file) support the expression of namespace constraints on any subordinate issuer. 
4. the string rendering identifier naming of directoryNames and X.500 distinguished names in the policy expression must comply with RFC2253 

5. the format must be human readable, in order for relying parties to visibly inspect and assess the namespace constraint policy
6. the policy expression must support Unix-shell glob style wildcard pattern matching. Wildcard matching must be possible anywhere in the pattern.

7. it must be possible to explicitly set a namespace constraints policy for a subordinate issuer, without modifying the policy collection (file) for the up-stream issuer(s). Such a policy on a subordinate issuer must override any policy defined in up-stream policy collections (files).

8. a subordinate authority trust anchor must be able to change (i.e. a subordinate could be compromised and re-keyed) without having to change the namespace constraints policy in any end-system configuration.
4. A possible implementation of a namespace constraints policy collection (file)

This section is (for now) not normative and meant as an example for discussion only.
The following example language implements the requirements listed in section 3. 

4.1 Expression language
A namespace constraints policy collection (file) consists of namespace constraints policies. Each policy consists of 

· A designator for the name of the specific authority for which the subject namespace is to be constraint, identified by the subject directoryName of that authority, as specified in the “TO Issuer name” predicate. 

· A PERMIT or DENY statement

· A single namespace constraint expression. The only permissible constraint in this version can be placed on the subject directory name of the certificate, specified in the “Subject name” clause.

Example:

TO Issuer "CN=SwissSign CA (RSA IK May 6 1999 18:00:58),O=SwissSign,C=CH" \ 
    PERMIT \ 
    Subject "C=CH,O=SwissSign,CN=SwissSign Bronze CA" 
TO Issuer "C=CH,O=SwissSign,CN=SwissSign Bronze  CA" \ 
    PERMIT \ 
    Subject "C=CH,O=SwissSign,CN=SwissSign Silver CA" 
TO Issuer "C=CH,O=SwissSign,CN=SwissSign Silver  CA" \ 
    PERMIT \ 
    Subject "C=CH,O=Switch - Teleinformatikdienste,CN=SWITCH CA" 

TO Issuer "C=CH,O=Switch - Teleinformatikdienste,CN=SWITCH CA" \ 
    DENY \ 
    Subject "*,O=CERN,C=CH" 
TO Issuer "C=CH,O=Switch - Teleinformatikdienste,CN=SWITCH CA" \ 
    DENY \ 
    Subject "*,O=SwissSign,C=CH" 
TO Issuer "C=CH,O=Switch - Teleinformatikdienste,CN=SWITCH CA" \ 
    PERMIT \ 
    Subject "*,O=*,C=CH"
Note: this format leaves open the possibility to later extend the language to say, e.g.,

TO Issuer "C=CH,O=Switch - Teleinformatikdienste,CN=SWITCH CA" \ 
    DENY \ 
    subjectAltName.dNSName "*.cern.ch" 
The tokens in the policy expression are not case sensitive. Issuer and Subject names are to be compared as specified in RFC3280.
TO Issuer.Root ALLOW Subject "*,DC=example,DC=org" 
4.2 Interpretation of the policy collection (file)
A policy collection (file) consists of namespace constraints policies that apply to a specific root of trust (authority) and to all subordinates of that authority for which no explicit policy collection is specified. Any specific policy expression contained in the collection applies only to the authority whose subject name matches the “TO Issuer” predicate in that specific policy expression. 
If a policy collection (file) is absent for a specific authority, and the root of trust is self-signed, the namespace of this authority is not constraint. 

If a policy collection (file) is present for a specific authority, only those namespaces explicitly permitted in the namespace policy are allowed. Certificates issued by authorities for which a namespace policy is defined, but whose subject name is not part of the permitted namespace, are invalid and MUST be rejected.
If a policy collection (file) is absent for a specific authority, but this authority is a subordinate of an authority for which a policy collection is specified, the policy collection of the superior issuer MUST be applied to the subordinate authority, but only policy statements in that collection that apply to the specific authority (i.e. where the directoryName specified in the “TO Issuer” predicate matches the subject name of the specific authority) should be considered.
4.3 Naming and location of the policy collection (file)

The name of the policy collection will be based on the C-hash of the subject name of the authority, post fixed with “.namespace_policy”. This file MUST be located in the same directory as the trust anchor for the associated authority.

All policies applicable to an authority MUST be contained in the policy collection with the corresponding name, or in the policy collections of are hierarchically higher placed authorities. All policies applicable to an authority with a self-signed trust anchor MUST be contained in the file whose name is bash on the C-hash on the subject of said authority. 

5. Security Considerations

The namespace policy is an integral part of the security and protection mechanisms of a relying party, and as such should be protected from tampering at all times. In case the namespace constraints policy is distributed to the relying party by a third party, this distribution mechanism must be secured. Once obtained by the relying party, it should be adequately protected from tampering. 

The namespace constraints policy file proposed is not in itself integrity protected.
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